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1.  INTRODUCTION 

LibMFCrypto is a library of cryptographic functions for the AX8052/AXM0 Microprocessor. It 

contains the following features: 

 Advanced Encryption Standard (AES) Key Schedule Generation and Register 

Definitions for the AX8052 AES Engine 

 Advanced Encryption Standard (AES) in Cipher Block Chaining (CBC) and Output 

Feedback (OFB) mode for the AXM0F243 MCU. 

 Data Encryption Standard (DES) Encryption and Decryption for AX8052 

 Register Definitions for the AX8052 true random number generator 

LibMFCrypto is available in source and binary form for SDCC, Keil C51 and IAR ICC for 

AX8052 MCU. 

LibMFCrypto is available in source and binary form for ARM GCC for AXM0F243 MCU. 
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2.  ACRONYMS AND ABBREVIATIONS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

AX8052 MCU 8052 

AX8052F143 MCU 8052 + RADIO AX5043 

AXM0 MCU ARM Cortex M0 Plus 

AXM0F243 MCU ARM Cortex M0 Plus + RADIO AX5043 

SDCC Small Device C Compiler 

GCC GNU Compiler Collection 
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3.  MICROPROCESSOR FUNCTIONS 

3.1.  AX8052CRYPTO.H 

This header define the special function registers (SFR) of the AX8052 Microprocessor AES and 

True Random Number Generator peripherals. 

3.2.  AX8052CRYPTOREGADDR.H 

This header provides defines for the AX8052 special function register (SFR) addresses of the 

AX8052 Microprocessor AES and True Random Number Generator peripherals. Contrary to 

ax8052.h, which provides defines that, when used like variables, access the registers, the 

ax8052regaddr.h header file only provides defines for the register addresses. 

3.3.  LIBMFCRYPTO.H 

This header includes the libmfaes.h and libmfdes.h headers, and provides the 

LIBMFCRYPTOVERSION define, indicating the library version. 
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4.  ADVANCED ENCRYPTION STANDARD (AES) 

4.1.  LIBMFAES.H 

AX8052: 

For AX8052 microprocessor, this header provides functions for computing the AES key 

schedule, as well as setting the AES engine registers to the computed key schedule. 

4.1.1.  VOID AES128_SETUP(CONST UINT8_T KEY[16],  UINT8_T __XDATA 

*KEYSCHEDULE) 

VOID AES192_SETUP(CONST UINT8_T KEY[24],  UINT8_T __XDATA 

*KEYSCHEDULE) 

VOID AES256_SETUP(CONST UINT8_T KEY[32],  UINT8_T __XDATA 

*KEYSCHEDULE) 

These routines compute the AES key schedule for AES-128, AES-192 and AES-256, 

respectively. They receive a pointer to the key, as well as a pointer to a buffer in XRAM that 

receives the key schedule. The buffer must be able to hold at least 176, 208 or 240 bytes for 

AES-128, AES-192 and AES-256, respectively. The buffer should be even address aligned for 

performance reasons. This routine also updates the AES core registers with a pointer to the 

newly computed key schedule. 

4.1.2.  VOID AES_KEYEXP(UINT8_T __XDATA *KEYSCHED,  UINT8_T NK, 

UINT8_T NR) 

This function does the actual key schedule expansion. It must be given the correct key length 

and number of rounds for the AES mode. This routine is used by the aes setup family of 

functions, and normally needs not be called by the user. 

AXM0F243: 

For AXM0 microprocessor, this header provides functions for computing the AES key schedule 

and for performing the AES encryption and decryption in Cipher Block Chaining (CBC) and 

Output Feedback (OFB) mode. 

4.1.3.  VOID  AES_SETUP(CONST  UINT8_T  *KEY, UINT8_T  __XDATA  

*KEYSCHEDULE,  UINT8_T  FLAG) 

This function compute the AES key schedule for AES-128, AES-192 and AES-256. It receives 

a pointer to the key and a pointer to the buffer that receives the key schedule. The buffer 

must be able to hold at least 176, 208 or 240 bytes for AES-128, AES-192 and AES-256, 

respectively. The appropriate AES key size must be given in the flag parameter.  

The flag parameter value can be any one of the following AES_KEYSIZE_128, 

AES_KEYSIZE_192, AES_KEYSIZE_256, AES_CBC_128, AES_CBC_192, AES_CBC_256, 

AES_OFB_128, AES_OFB_192 or AES_OFB_256 as defined in enum aes_mode. 
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4.1.4.  VOID  AES_KEYEXP(UINT8_T  __XDATA  *KEYSCHED,  UINT8_T  

NK, UINT8_T  NR) 

This function does the actual key schedule expansion. It must be given the correct key length 

and number of rounds for the AES mode. This routine is used by the aes_setup function and 

normally needs not be called by the user. 

4.1.5.  UINT32_T  AES_ENCRYPT(UINT8_T  __XDATA  *PDATA,  

UINT8_T  __XDATA  *CDATA,  UINT32_T  BLOCK_LEN,  UINT8_T  

__XDATA  *KEYSCHEDULE,  UINT8_T  FLAG) 

This function performs the encryption either in Cipher Block Chaining (CBC) mode or Output 

Feedback (OFB) mode. It checks for valid block length and returns 1 for invalid block length 

value. If block length is valid, it checks the flag to determine the mode of encryption and 

performs encryption in the corresponding mode. After encryption, it returns the block length 

which is the number of blocks of encrypted plain text. 

pdata is pointer to the input plain text. The first block of the input plain text will be used as 

the Initialization vector (IV). cdata is pointer to the cipher text. The parameter block_len is 

the number of blocks in the input plain text excluding the Initialization vector (IV). 

The parameter keyschedule is pointer to the key schedule. aes_setup function must be called 

before the aes_encrypt function to generate the key schedule. 

The flag parameter value can be any one of the following AES_CBC_128, AES_CBC_192, 

AES_CBC_256, AES_OFB_128, AES_OFB_192 or AES_OFB_256 as defined in enum 

aes_mode. 

4.1.6.  UINT32_T  AES_DECRYPT(UINT8_T  __XDATA  *CDATA,  

UINT8_T  __XDATA  *PDATA,  UINT32_T  BLOCK_LEN,  UINT8_T  

__XDATA  *KEYSCHEDULE,  UINT8_T  FLAG) 

This function performs the decryption either in Cipher Block Chaining (CBC) mode or Output 

Feedback (OFB) mode. It checks for valid block length and returns 1 for invalid block length 

value. If block length is valid, it checks the flag to determine the mode of encryption and 

performs decryption in the corresponding mode. After decryption, it returns the block length 

which is the number of blocks of decrypted cipher text. 

cdata is pointer to the input cipher text. The first block of the input cipher text will be used 

as the Initialization vector (IV). pdata is pointer to the plain text. The parameter block_len is 

the number of blocks in the input cipher text excluding the Initialization vector (IV). 

The parameter keyschedule is pointer to the key schedule. aes_setup function must be called 

before the aes_decrypt function to generate the key schedule. 

The flag parameter value can be any one of the following AES_CBC_128, AES_CBC_192, 

AES_CBC_256, AES_OFB_128, AES_OFB_192 or AES_OFB_256 as defined in enum 

aes_mode. 
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5.  DATA ENCRYPTION STANDARD (DES) 

5.1.  LIBMFDES.H 

AX8052: 

5.1.1.  VOID DES_ENCRYPT(CONST UINT8_T __XDATA *INPTR,  UINT8_T 

__XDATA *OUTPTR,  CONST UINT8_T __XDATA *KEYSCHED, UINT8_T NR) 

This function encrypts a data block using the DES algorithm. It receives pointer to XRAM 

buffers for the input data, the output data, and the expanded key schedule (see chapter 

4.1.3). nr specifies the number of 8 byte (64 bit) blocks to encrypt. 

The SDCC version takes about 12000 cycles to compute encryption of one 8 byte block. Other 

compilers may vary. 

5.1.2.  VOID DES_DECRYPT(CONST UINT8_T __XDATA *INPTR,  UINT8_T 

__XDATA *OUTPTR,  CONST UINT8_T __XDATA *KEYSCHED, UINT8_T NR) 

This function decrypts a data block using the DES algorithm. It receives pointer to XRAM 

buffers for the input data, the output data, and the expanded key schedule (see chapter 

4.1.3). nr specifies the number of 8 byte (64 bit) blocks to decrypt. 

The SDCC version takes about 12000 cycles to compute decryption of one 8 byte block. Other 

compilers may vary. 

5.1.3.  VOID DES_KEYEXP(CONST UINT8_T KEY[8], UINT8_T __XDATA 

*KEYSCHED) 

This function computes the expanded key schedule from the original key. It receives a pointer 

to the original key data, as well as an XRAM buffer to place the key schedule in. This buffer 

must be able to hold 128 bytes. 

The SDCC version takes about 10000 cycles to compute the key schedule. Other compilers 

may vary. 
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6.  HISTORY 

 

Version Date Comments 

1.0  Added support for AX8052/AX8052F143 Crypto library 

1.1 17-Aug-2018 Added support for AXM0F243 Crypto library 
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7.  CONTACT INFORMATION 

ON Semiconductor 

Oskar-Bider-Strasse 1 

CH-8600 Dübendorf 

SWITZERLAND 

Phone +41 44 882 17 07 

Fax +41 44 882 17 09 

Email sales@onsemi.com 

www.onsemi.com 

For further product related or sales information please visit our website or contact your 

local representative. 
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