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Behavior with a Permanent Short 
on the CAN Bus

Introduction
This application note analyzes the behavior of a HS−CAN

(= high-speed CAN) node in case a permanent short is
present on the bus. Only shorts situated relatively close to the
node are considered. If a very long bus wire is used
(e.g. more than 20 m), a complex dynamic behavior can be
encountered – signals will be reflected between the CAN
node and the place of the short causing slightly different
logical behavior on the transceiver-controller interface.
However, the simplified case analyzed in this application
note can be used as a sufficient approximation when
especially quantifying the effect of a bus short on the current
consumption of the transceiver.

At the beginning of the application note, the basic
HS−CAN node structure is presented together with the
signals on the transceiver-CAN controller interface both in
case of working and faulty transmission. In the following
parts, the measurements of signals and current
consumptions on a real HS−CAN node are shown.
The application note is concluded with a worst-case
estimation of transceiver current consumptions.

Although all examples concern NCV7341 transceiver,
the conclusions and data in this application note are equally
relevant for other ON Semiconductor HS−CAN – namely
AMIS−30660 and AMIS−42665. Only tiny numerical
differences can be expected.

HS−CAN Node Architecture and Data Frame Format
For the purpose of this application note, the CAN node

architecture depicted in Figure 1 is considered. The figure
shows only the basic elements of the node relevant for our
analysis; details of the bus termination are omitted and
modeled by the equivalent 60 � resistor between bus lines.

Bus Signal in Case of a Fault-Free Bus
The used HS−CAN node firmware is set for a bus speed

of 500 kbps. If no other nodes are connected on the bus lines
and no failure is present, the MCU periodically sends a fixed
data frame shown in Figure 2. The data frame is sent every
73 bit times (1 bit time = 2 �s) and contains 32 dominant bits.
The average bus traffic contains therefore 44 % of dominant
symbols and 56 % of recessive symbols. The corresponding
TxD signals are shown in Figure 3.
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Figure 2. Data Frame Periodically Sent by the HS−CAN Node – Yellow Trace = CANH; Blue Trace = CANL

Figure 3. Data Frame Periodically Sent by the HS−CAN Node –
Yellow Trace = TxD Signal Coming from the CAN Controller
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Bus Signal in Case the Transmission is Not Possible
Under some of the considered failure-modes,

the transmission to the bus is not possible (CANH shorted
to ground, CANL shorted to 12 V, CANH shorted to CANL).
The CAN controller is still trying to send the data frame

requested by the MCU application software, but is not able
to send any dominant symbol. The signal on the TxD pin
leading from the CAN controller to the transceiver in this
case is shown in Figures 4 and 5.

Figure 4. Signal on TxD Pin in Case No Transmission is Possible
(Permanent Recessive on the Bus)

Figure 5. Signal on TxD Pin in Case No Transmission is Possible (Permanent
Recessive on the Bus) – Zoomed to Different Parts of the Waveforms

One complete attempt of the CAN controller to send the
data frame begins with a 17 dominant bits (see Figure 2)
followed by 15 single-bit dominants interleaved with 25
recessive bits. The total length of the “burst” seen in Figure 4
is therefore 407 bits, out of which 32 are dominant.

After one unsuccessful attempt, the CAN controller stops
any communication. In the HS−CAN node considered in this
application note, the MCU software explicitly requires that

the attempt is repeated as soon as possible. However, the
CAN controller must wait 128 sequences of at least 11
recessive bits (requirement of the CAN protocol) before it
re-starts the communication. It means that the “bursts” seen
in Figure 4 are interleaved with 128 × 11 bit times of
recessive.

In average, the TxD is low during only 2 % of the time,
when the transmission is not possible.

 http://www.onsemi.com/
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Relation to the CAN Protocol
TxD waveforms shown in Figures 4 and 5 are not specific

to the considered test setup, but can be explained by the
error-handling features of the CAN protocol, as defined by
ISO11898−1 (data-link layer) under the assumption, that the
bus remains permanently recessive due to a failure.
The CAN controller goes through the following series of
states (see Figure 6):

1. The transmitter starts in its “error active state”, 
in which he can flag errors by a series of
6 dominant bits:

a. the transmitter first tries to send the SOF
bit (start of frame) – but it fails, as no
dominant can be transmitted

b. the transmitter tries to flag the failed SOF
bit by a series of dominant bits – but it fails
immediately at the 1st bit

c. the transmitter ends up flagging “errors on
errors” immediately after the first bits of
each error flag – as none of the low levels
on pin TxD results in a dominant symbol
seen on the bus. Each of the encountered
errors results in increase of the internal
“transmit error counter” by 8 (c.f. the ISO
norm for CAN).

d. after, in total, 17 low level bits on TxD
(SOF bit + 16 attempts to flag the error),
the internal counter reaches a level higher
than 128, at which the node becomes “error
passive” and can’t flag errors by dominant
bits any more.

2. The transmitter continues in its “error passive state”:
a. an error is flagged by a series of 6

recessive flag bits followed by 8 recessive
bits of an error delimiter and an inter frame
space, composed of 3 bit intermission field
and 8 more bits of “suspend transmission”
bits – all of them recessive. Like that, an
error results now in a series of 25 recessive
bits (TxD high levels).

b. after the first passive error flag together
with the following recessive fields is over,
the transmitter attempts again to start the
frame by a dominant SOF bit – its failure is
now flagged passively; each new attempt
to send the SOF bit is therefore followed
by 25 recessive bits. The internal “transmit
error counter” is incremented by 8 after
each failed SOF bit.

c. After the internal counter reaches a value
above 255, the CAN controller enters the
“bus off” state, in which all communication
is stopped

3. If the CAN controller settings allow it, the node
can again re-start communication, but earliest after
128 series of 11 recessive bits detected on 
the bus – after this period, the CAN controller
becomes again “error active”.
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Figure 6. Activity of a Transmitting Node in Case No Transmission is Possible
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Measurement Results of the Complete HS−CAN Node
The node shown in Figure 1 has been measured with

different failure modes on the CAN bus (different types of
shorts). The summary of the measurement results together
with links to the scope pictures is given in Table 1. In the
table, the overall node consumption is shown as measured

directly on the node board connector by a multi-meter. Due
to the supply filtering, we can consider the consumption
values to represent the mathematical average. The 12 V
source used to model some of the shorts is not included in the
consumption.

Table 1. OVERVIEW OF THE CAN BUS SHORTS AND THE MEASURED NODE CONSUMPTIONS

Bus Failure Mode
Consumption of the

CAN Node I(VBAT) [mA] Note

No Failure 64.75 Transmission Works; Normal Voltage Levels on the Bus; see Figure 2

CANH Shorted to Ground 49.68 Transmission Not Possible

CANL Shorted to Ground 71.56 Transmission Works; Disturbed Voltage Levels on the Bus; see Figure 7

CANH Shorted to 12 V 49.80 Transmission Works; Disturbed Voltage Levels on the Bus; see Figure 8

CANL Shorted to 12 V 47.94 Transmission Not Possible

CANH Shorted to CANL 46.71 Transmission Not Possible

In most cases, the overall consumption of the CAN node
drops. In case the transmission does not work any more, this
consumption drop is due to the lower number of low level
bits on TxD (c.a. 2% instead of 44%). Although the
transceiver might consume more compared to the normal
case when TxD = Low, its contribution to the average
consumption is lower.

In case of the CANH shorted to 12 V, the transmission still
works and the number of dominant bits does not change.

The consumption of the transceiver is, however, lower,
as the differential signal on the bus is driven purely by the
low-side driver and the high-side driver current is zero.

Only when the CANL is shorted to ground, not only the
transmission continues, but also the transceiver
consumption increases, as the high-side driver current is
now larger (the high-side driver now drives the 60 �

termination resistor connected to ground with its second
terminal).

Figure 7. Data Frame Periodically Sent by the HS−CAN Node when CANL is
Shorted to Ground – Yellow Trace = CANH; Blue Trace = CANL
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Figure 8. Data Frame Periodically Sent by the HS−CAN Node when CAHL is
Shorted to 12 V – Yellow Trace = CANH; Blue Trace = CANL

Worst Case Consumption of the Transceiver
Based on the signal waveforms measured on the complete

HS−CAN node, the consumption of the transceiver itself can
be estimated. Table 3 shows the worst case consumption

from VCC of NCV7341 transceiver, calculated from the
datasheet parameters and the TxD signals measured on the
full node. The relevant datasheet parameters are shown in
Table 2

Table 2. NCV7341: DATASHEET PARAMETERS USED FOR THE WORST-CASE CURRENT CONSUMPTION
CALCULATION

Min. Typ. Max. Unit

IVCC VCC Current Consumption Normal Mode
VTxD = 0 V, i.e. Dominant

25 55 80 mA

Normal Mode
VTxD = VIO, i.e. Recessive
or Receive-Only Mode

2 6 10 mA

Vo(dom) (CANH) Dominant Output Voltage at Pin CANH VTxD = 0 V 3.0 3.6 4.25 V

Io(sc) (CANH) Short Circuit Output Current at Pin CANH VCANH = 0 V; VTxD = 0 V −45 −70 −120 mA

The transceiver consumption during TxD = High
(recessive required) remains the same regardless whether
the bus is fault-free or whether a short on the bus is
encountered – it’s a consequence of the large common-mode
voltage range in which the bus is not influenced by the
transceiver.

The consumption during TxD = Low (dominant
requested) strongly depends on the bus condition. When no
failure is present, the consumption corresponds to the
specified value IVCC. When CANH or CANL is shorted to
12 V, the consumption during dominant can be taken equal
to the recessive consumption, because no current is driven
through the high-side driver. During mutual short of both

bus wires and CANH short to ground, the additional
consumption can be as high as the current limitation which
therefore adds to the recessive consumption.

In the case when CANL is shorted to ground, CANH can
be driven as high as the specified dominant voltage level
Vo(dom)(CANH). This voltage is driven across the
termination impedance of 60 �, determining the additional
current consumption.

The recessive and dominant state current consumptions
are averaged according the average time TxD is driven low
by the CAN controller – 44% as long as the transmission
works and only 2% when no transmission is possible.
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Table 3. NCV7341: WORST CASE TRANSCEIVER CONSUMPTION IN CASE FOR DIFFERENT TYPES OF SHORTS
ON THE BUS

Bus Failure
Mode

Duty Cycle
of TxD Low

Worst Case Transceiver Consumption I(VCC) [mA]
Explanation of

I(VCC) During TxD = Lowfor TxD = High for TxD = Low Average

No Failure 44% 10 80 40.8 Normal Consumption

CANH Shorted
to Ground

2% 10 130 12.4 Recessive Consumption + CANH
Current Limitation

CANL Shorted
to Ground

44% 10 81 41.2 Recessive Consumption + CANH
Voltage Divided by 60 �

CANH Shorted
to VBAT

44% 10 10 10 Equal to Recessive Consumption

CANL Shorted
to VBAT

2% 10 10 10 Equal to Recessive Consumption

CANH Shorted
to CANL

2% 10 130 12.4 Recessive Consumption + CANH
Current Limitation

Conclusion
If a short is present on the high-speed CAN bus, the bit

stream on the TxD pin of the transceiver can be changed
considerably because of the properties of the CAN protocol.
It’s therefore not sufficient to consider only the transceiver
consumption during individual bits but also its contribution

to the average. Both the measurements and the analysis have
shown that the resulting average current consumptions in
case of different types of bus shorts differ less than could be
expected only from the datasheet parameters of the
transceiver.

PUBLICATION ORDERING INFORMATION
N. American Technical Support: 800−282−9855 Toll Free
USA/Canada

Europe, Middle East and Africa Technical Support:
Phone: 421 33 790 2910

Japan Customer Focus Center
Phone: 81−3−5817−1050

AND8352/D

LITERATURE FULFILLMENT:
Literature Distribution Center for ON Semiconductor
P.O. Box 5163, Denver, Colorado 80217 USA
Phone: 303−675−2175 or 800−344−3860 Toll Free USA/Canada
Fax: 303−675−2176 or 800−344−3867 Toll Free USA/Canada
Email: orderlit@onsemi.com

ON Semiconductor Website: www.onsemi.com

Order Literature: http://www.onsemi.com/orderlit

For additional information, please contact your local
Sales Representative

ON Semiconductor and the         are registered trademarks of Semiconductor Components Industries, LLC (SCILLC) or its subsidiaries in the United States and/or other countries.
SCILLC owns the rights to a number of patents, trademarks, copyrights, trade secrets, and other intellectual property. A listing of SCILLC’s product/patent coverage may be accessed
at www.onsemi.com/site/pdf/Patent−Marking.pdf.  SCILLC reserves the right to make changes without further notice to any products herein.  SCILLC makes no warranty, representation
or guarantee regarding the suitability of its products for any particular purpose, nor does SCILLC assume any liability arising out of the application or use of any product or circuit, and
specifically disclaims any and all liability, including without limitation special, consequential or incidental damages.  “Typical” parameters which may be provided in SCILLC data sheets
and/or specifications can and do vary in different applications and actual performance may vary over time.  All operating parameters, including “Typicals” must be validated for each
customer application by customer’s technical experts.  SCILLC does not convey any license under its patent rights nor the rights of others.  SCILLC products are not designed, intended,
or authorized for use as components in systems intended for surgical implant into the body, or other applications intended to support or sustain life, or for any other application in which
the failure of the SCILLC product could create a situation where personal injury or death may occur.  Should Buyer purchase or use SCILLC products for any such unintended or
unauthorized application, Buyer shall indemnify and hold SCILLC and its officers, employees, subsidiaries, affiliates, and distributors harmless against all claims, costs, damages, and
expenses, and reasonable attorney fees arising out of, directly or indirectly, any claim of personal injury or death associated with such unintended or unauthorized use, even if such claim
alleges that SCILLC was negligent regarding the design or manufacture of the part.  SCILLC is an Equal Opportunity/Affirmative Action Employer.  This literature is subject to all applicable
copyright laws and is not for resale in any manner.

 http://www.onsemi.com/
http://www.onsemi.com/site/pdf/Patent-Marking.pdf

