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Connecting the IDK to the
AWS Cloud

Introduction

This application note provides details on connecting the IoT
Development Kit (IDK) to the AWS Cloud. An environmental sensing
(temperature, humidity, pressure, ambient light) use case provided as
an example within the IDK Software will be used to demonstrate
connectivity to AWS.

Sensor data are transmitted over secure connection to AWS IoT
Core service. Connection is secured by TLS encryption and the
measured sensor data are periodically sent in JSON format over
MQTT.

References
[Ref 1] IoT IDK User Guide:
https://www.onsemi.com/pub/Collateral/ AND9666—D.PDF
[Ref 2] AWS IoT Developer Guide:

https://docs.aws.amazon.com/iot/latest/developerguide/iot—dg.pdf
Prerequisities

The below items are needed in order to successfully configure and
run this use case.

Hardware
® [DK Baseboard (BB-GEVK) with WizFi250 Wi-Fi module
® Multi-Sensor shield (MULTI-SENSE-GEVB)

The Multi-Sensor shield should be plugged into one of the two
available PMOD connectors of the IDK Baseboard. The IDK
Baseboard should then be connected to PC to provide power and for
downloading the example use case.
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Figure 1.
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Software
® JoT IDK Software (version 4.3 & above) : BB-GEVK
Software
Refer to IoT IDK User Guide (Ref 1) for installation
details.

AWS Account
® AWS account with IoT Core service created
Please follow instructions at the below link to create an
AWS account and setup an IoT Core instance:
https://docs.aws.amazon.com/iot/latest/developerguide/i
ot—console—signin.html

Setup
Once the hardware, software and an AWS account are
setup, there are two main steps involved in exercising the
node—to—cloud pathway.
1. AWS IoT Core Configuration
2. IDK Use Case Modification, Compilation and
Download

@ Aws ot X

AWS loT Core Configuration

This section lists steps needed to configure the AWS IoT
Core to interface with the hardware. All of these steps can
be found in the AWS IoT Developer Guide as well.

Creating Security Policy for IDK Baseboards
A security policy defines permissions for all connected

IoT devices (Things). Policies can be used to restrict

devices’ ability to read/write data to the cloud by creating

sets of rules that are attached to each IoT Thing. Ideally there

should be a custom policy for each connected device (device

group) but they can also be shared by multiple IoT devices.

1. To create a policy for this exercise, navigate to the

Secure -> Policies subpage in the AWS IoT
console. This page contains a list of existing
policies and allows creation of new policies.
Generating a new policy can be generated by
clicking the Create button.
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Figure 2.

2. After clicking the Create button fill out the policy
name (ms_sensor_node_policy for this example).
In the Add statements sections click on
Advanced mode and paste the policy shown
below. After that click Create button to confirm
and create new policy.
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{
"version": "2012-10-17",
"Statement": [
{
"Effect™: "Allow",
"Action®z [
"iot:Connect",
"iot:Subscribe",
"iot:Publish"
1,

"Resource": "*"

Figure 3.

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS loT Policies documentation page.

Name

[ ms_sensor_node_policy J

Add statements

Policy statements define the types of actions that can be performed by a resource.

Add statement

I

Figure 4.
Create IoT Thing 1. To create a thing navigate to the Manage —>
Things are way to represent devices in the AWS IoT Core Things subpage of IoT Core console. This page
platform. A “Thing” needs to be created for each device that contains list of all created Things and allows to
will be connected to the cloud. create new Things by clicking the Create button.

www.onsemi.com
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Figure 5.

2. On the next page select: Create a single thing

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or register Create many things
devices so they are ready to connect to AWS loT.

Cancel Create a single thing

Figure 6.
3. On the next page (step 1/3) enter name of the new 5. On next page first click Activate button.
Thing. ms_sensor_board will be used in this 6. When the certificate activates download all three
example. generated certificate files to PC.

Optionally select a Thing Type for this device.
4. In step 2 use the One-click certificate creation
option by clicking the Create Certificate button.

www.onsemi.com
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for thi

?e Skl 68c3ce748a.cert.pem Download
thing
A public key 68c3ce748a.publickey Download
A private key 68c3ce748a.private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel

Figure 7.
7. Once all three files are downloaded click the

Attach a policy button to attach the previously
created policy to this Thing.

CREATE A THING

Add a policy for your thing

Select a policy to attach to this certificate:

ms_sen

D ms_sensor_node_policy View
1 policy selected
Figure 8.

8. Finally click the Register Thing button to finish The AWS endpoint needs to be copied from the
Thing creation process. After this step the browser Interact subpage of Thing details page as shown
will redirect back to the list of all created things below.
and there should be a new thing called (This will be required later when configuring the
ms_sensor_board. program that will be downloaded to the IDK

9. More details about the Thing will be displayed by Baseboard)

clicking on the device in the list.

www.onsemi.com
5



http://onsemi.com

AND9875/D

Things > ms_sensor_board

ms_sensor_board

NO TYPE

stails This thing already appears to be connected.

HTTPS

Actions ~

Connect a device

Update your Thing Shadow using this Rest APl Endpoint. Learn more

2.amazonaws.com

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

Figure 9.

Configuring the IDK Example Project

This section walks you through all the steps involved in
entering the credentials of the “Thing” in the example use
case. Please refer to the IoT IDK User Guide (Ref 1) for
installation and launch of the example use case.

Project File Structure
The structure of the project is as follows:
® src — Folder containing all source code files.

+ configuration.h — Contains macro definitions for
Wi-Fi credentials and cloud related variables that
need to be modified (steps in next section)

+ aws_thing_keystore.def — Contains preprocessed
device certificates that are used to authenticate the
device when it connects to cloud. This file needs to
be generated and replaced for each device. (steps in
next section)

¢ aws_iot.c — Main application file that handler Wi-Fi
connectivity, AWS IoT session and timers for
periodic publishing of sensor data to cloud.

+ sensor_node.* — Abstraction layer for the IDK
sensor libraries used in this example

+ platform.* — Part of the TLS stack (from Ubiquios).
Should not be modified.

+ pmalloc_pools.* — Part of the TLS stack (from
Ubiquios). Should not be modified.

+ hal — Folder containing abstraction layers for the
Ubiquios TLS stack. Should not be modified.

¢ aws_ats_ca_callback.def — Data used for verification
of Amazon IoT Core server certificate chain. Should
not be modified.

Entering Credentials to configuration.h file
The following macros in this file need to be modified to
match your settings.
1. Entering correct Wi—Fi SSID and passphrase for
Wi-Fi network that will be used
In this example the network is called MyTestWifi
and uses the passphrase mysecretpassphrase:

#define AP_SSID MyTestWifi
#define AP _PASSPHRASE mysecretpassphrase

Figure 10.

2. Entering AWS related Thing variables. This
includes things endpoint, topic name and client ID.
Endpoint can be obtained from AWS console in
the Interact subpage of Things details page. (step 9
from the “Create IoT Thing” section). Topic name
depends on applied policy. If the policy from this
document was used it can be any valid MQTT
topic name. Client id can be chosen arbitrarily and
has to be unique for each connected Thing (MQTT
limitation). (See Figure 11.)

3. Optionally set custom send and retry intervals.

com #define AWS IOT TOPIC ms node test

#define AWS_IOT_ENDPOINT alv6g8shdhn4jf-ats.iot.us-east-2.amazonaws.-

#define AWS IOT CLIENT ID ms node 123456789

Figure 11.
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Generating Key Store from Downloaded Certificates The following steps need to be done to get preprocessed
AWS uses certificates to authenticate Things that are certificate definition file that can be used in the project:
attempting to connect to the IoT platform. To overcome the 1. Copy the three downloaded certificate files
RAM limitation of the IDK baseboard processor, the (x.cert.pem, x.public.key, x.private.key) into the
downloaded certificates cannot be used directly but have to following folder inside of the IDK software
be preprocessed and included as a source code file into the installation directory:
project. C:\\IDK_INSTALL_DIR\external\ubiquios\bin
o || [ &R
@Uv' » Libraries » Software » IDK-4-2-3 » external » ubiquios » bin V‘*y‘l Search bin R
Organize » Share with ~ New folder = I e
Favorites 2 Software Ilbrary Arrange by: Folder ¥
2, Home bin o
i Winome Name B Date modified Type Size
# Downloads
B Desktop 68c3ce748a-certificate.pem.crt Text Document 2KB
% Recent Places 68c3ce748a-private.pem.key E
68c3ce748a-public.pem.key EY File

libanias L ubiquios-bcpsr-compiler

B ubiquios-bcpsr-compiler

Documents Application
git ubiquios-brofs-compiler ile
Pictures 5! ubiquios-brofs-compiler Application
Software ubiguios-crypto-compiler e
Workspaces ' ubiguios-crypto-compiler Applicati
ubiquios-gatt-compiler e
& Computer B ubiguios-gatt-compiler Application
-rir SYSTEM (C) ubiquios-tibts-compiler e
# Groups (\Chod) (G) | ubiguios-tibts-compiler Application

& zbdjyq (\\choc\home$§) (U _

13 items
Figure 12.
2. Open cmd.exe terminal in this directory. This can top of file explorer or running the cmd.exe and
be done by typing cmd.exe into the path section on navigating to the folder manually.
BE¥ Administrator: CA\Windows\System32\cmd.exe =) (=] || &3

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\ IDK-4-2-3\external\ubiquios\bin>
Figure 13.
3. Run the following command in the terminal <68c3ce748a>—private.pem.key
replacing the 68c3ce748a with your certificates: <68c3ce748a>—certificate.pem.crt —n
ubiquios—crypto—compiler.exe keystore aws_thing_keystore —o aws_thing_keystore.def
BN Administrator: C:\Windows\System32\cmd.exe o | B &

Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights reserved.

C:\ IDK-4-2-3\external\ubiquios\bin>ubiquios-crypto-comp

iler.exe keystore B68c3ceT48a-private.pem.key 68c3ceT48a-certificate.pem.crt.txt
-n aws_thing_keystore -o aws_thing_keystore.def

C:\ IDK-4-2-3\external\ubiquios\bin>
Figure 14.

4. Copy generated aws_thing_keystore.def file into
the IDK projects src folder. This will overwrite the
default empty file that was in the project.

www.onsemi.com
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Verifying Demo Functionality

Once all of the above steps are done the program can be Wi-Fi and AWS credentials are correct the terminal output
compiled and downloaded to the IDK Baseboard. If both from the board should look similar to the image below:
#-| C:\cygwin64\home\zbdjyqg\opt\IDK-4-2-3\IDK\Flash_utility.exe (=00 B A <

open_serial_port : opening of serial port successful
This version of ubiquios is for evaluation purposes only and must not be dist
ributed.
Welcome to the Internet of Things - powered by ubiquios!
Build version: ubiquios-7.7.4-638 20181127030525

Sensor node initialization success
Attempting to connect to network.

Subscribing to topic 'ms_node_test’

Link came up with IP address 192.168.43.53 (active if: wlan)

AWS IoT connection succeeded

Generated sensor data payload:
{("timestamp™:33227, "temp”:23.02, " "hum":31.51,"pres”:101138,"als":108.00}

Sending message
AWS IoT send completed
AWS IoT subscribe succeeded
Received an AWS IoT message
Topic: ms_node_test
Message body:
{("timestamp™:33227,"temp”:23.02, "hum™:31.51,"pres”:101138,"als":108.00}

Figure 15.

1. Wi-Fi connection was successful and the board subscribed to the same topic where it publishes the
was assigned an IP address. data.

2. AWS IoT connection was successfully established

3. Sensor measurement completed and correct data
can be seen in the JSON formatted payload.

4. The message was send to the cloud and was also
received back because the application has also

To see the uploaded data from the AWS IoT console
navigate to the Test page and subscribe to the topic used by
the application:

www.onsemi.com
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Subscriptions

Subscribe to a topic
Subscribe

Devices publish MQTT messages on topics. You can use this client to

subscribe to a topic and receive these messages.

Publish to a topic

Subscription topic

Max message capture @

100 =

Quality of Service @
@ 0 - This client will not acknowledge to the Device Gateway that
messages are received

1 - This client will acknowledge to the Device Gateway that

messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

@ AWSs loT X -

O

@ AWS loT MQTT client ® Connected as iotconsole-1544004820384-2

®

Manitar Subscriptions Export Clear Pause

Onboard

Subscribe to a topic

Manage Publish

— Publish to a topic Specify a topic and a message to publish with a QoS of 0.

St ms_node_test Publish ... ]
ms_node_test x :

Act

I Test

ms_node_test Dec5, 2018 11:14:43 AM +0100 Export Hide

"timestamp™: 447937,

“"temp®: 25.03,

"hum": 30.19,

"pres™: 101138,

"als": 82 3

Softw

Settings

ms_node_test Dec5, 2018 11:14:33 AM +0100 Export Hide

@ Feedback (@ English (US)

Figure 16.
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